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Contact Us

Additional Help Needed? Please contact the eRA Service Desk (https://www.era.ni-
h.gov/need-help).

Toll-free: 1-866-504-9552; Phone: 301-402-7469

Hours: Mon-Fri, 7:00 a.m. to 8:00 p.m. Eastern Time

Feedback on the user guide? Please email the eRA Communications Office (era-
communications@mail.nih.gov).

Disclaimer STATEMENT

No data shown in illustrations represents any real account, project, or individual. Any
resemblance to actual accounts, projects, or individuals is purely coincidental.
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Latest Updates

Updates and new features in AMM:

July 27, 2023

New Look and Feel for Online Help and User Guide

The online help and user guide have been updated to the new look and feel, consistent
with the new look and feel of eRA Modules. There are no changes to the function of the
help topics.

New Name for AMM

Account Management has been rebranded as Account Management Module (AMM) to
distinguish it from the HHS Access Management System (AMS), and the online help has
been updated to reflect this change.
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Overview

The Account Management Module (AMM) facilitates user and system account admin-
istration based on assigned user roles. The system provides the ability to search existing
accounts. When a search is performed, all records that meet the search criteria are
returned on the Search Accounts screen.

Commons Management Staff

Once the institutional account is created, the Signing Official (SO) at each grantee organ-
ization is able to establish additional user accounts with various levels of access and cap-
ability. The SO or Accounts Administrator (AA) may then create additional accounts for
the administrative and scientific staff.

SOs only can also view, create, and maintain system accounts.

User Roles

The following users have the ability to search for, manage and create accounts, and to
add or remove roles for user and system accounts:

Commons Management Staff

Accounts Administrator (AA)
Administrative Official (AO)
Business Official (BO)
Signing Official (SO)

Account Statuses

AMM user accounts can have the following statuses:

Active — A valid account in good standing.

Deactivated — Account has been disabled by an administrator

Locked due to inactivity — Locked by the system due to inactivity (no user activity for 120
days).
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» Pending Affiliation — Account has not yet been associated to an organization
* Profile Only — A profile that is not associated to a user account.
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Accessing AMM

Users Who Create and Manage eRA Commons Accounts

1. After logging into Commons, access AMM from the Commons welcome screen by
clicking the Account Management (Admin) tile, or selecting Admin from the
Apps menu.

2. When you take one of these actions, the AMM Search Accounts screen opens.

For instructions on performing a search, see Search Account.

NOTE: If you see an eRA/IMPACII Systems Rules of Behavior page, you must read it over
and agree to terms before you are allowed to access IMPACII modules. See eRA/IMPAC I

Rules of Behavior Agreement for more information.

Account Search

Use the Search Accounts screen to search for existing account(s) within or outside of your
organization or institution.

See Search for Accounts

Certificates

For information on obtaining and registering a certificate from a Certificate Provider or
Authority, please refer to the Web Services Certificate (S2S) Guide:Section 2.4.3 for Com-
mons users

Search for Commons User Accounts

Accessing Search
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1. After logging into eRA Commons, the signing official or other authorized users can
access the Account Management Module by selecting Admin from the apps icon
in the upper left corner, as shown here:

@RA Electronic Research Administration

Institution Profile
Personal Profile
Status

ASSIST

Prior Approval
RPPR

FCOI

FFR

Internet Assisted Review ofile

xTrain
*TRACT
Admin Supp

eRA Partners eview (IAR)

Mon-Research

Account Management
(Admin)

1. Or by clicking the Account Management (Admin) button on the eRA Commons
landing page, as shown here:
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g22 peRA  Electronic Research Administration Af

ASSIST

m © Commons Help/Service Desk
< A mm
Status e R C O O n S e . 866-504-9552 W 301-402-7469

@ Hours Monday-Friday, 7am-8pm EST

(] + eRA Maintenance Calendar
Personal Profile
[# Submit a Reference Letter

To provide a reference letter far a fellowship or career development applicant, see Submit a Reference Letter; Reference Letters

@ LikeThis
LikeThis is a thesaurus-based search tool that allows you to find similar
funded projects and publications.

Internet Assisted Review (IAR)

Account Management Fd e {.iEdison
(Admin)

Reporting website)

Amendments . Report your patent in iEdison (also see Invention

Learn How to Use eRA Systems NESILTE LT @ Submit a Service Desk ticket

y‘ Help Topics for Applicants 0 Help Topics for Grantees Help Topics for Reviewers

2. Clicking either Account Management (Admin) button opens the AMM Search

Accounts screen described below.

From there, they can select the Manage Accounts sub-menu.

The Search Accounts screen

Clicking on Account Management (Admin) opens the AMM Search Account screen

shown below.

The Search Accounts screen for external users provides the ability to search for existing

user and system account(s):

Manage Accounts

Search Accounts @

@ Search Criteria

[ Search only within my organization &

NOTE! You must enter at least one search field, besides User Type and Account Staus.

User Type Account Status User ID
Commans v Al ~

Last Name First Name Middle Name

Email Roles @
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Figure 1: Search Accounts Screen for External Users

NOTE: You must enter at least one search field, besides the User Type and Account
Status.

Wild card characters such as the percent sign (%) can be used to search for a string of
characters.

To Search:

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Click the Search button to execute the search or click Clear to clear the search cri-
teria.

3. The system returns the search results. For more information see Commons User

Account Search Results.

NOTE: Use the User ID field to search by IMPACII user ID

Search Options

Search by Role

To search by role, select a role from the Roles drop-down menu (to select multiple roles,
hold the <Ctrl> key as you click the roles).

NOTE: When you search by roles, you can only search within your organization. You can
select multiple roles, but the default search is for all roles appropriate to the logged in
user's account role.

Search by Status

You can search by status to locate accounts that have been deactivated (by an admin-
istrator or due to inactivity). To do so, select the appropriate status from the Account
Status drop-down menu:
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N

Account Status

Active

Deactivated

Locked due to Inactivity
FPending Affiliation
Profile Only

Make your selection and click Search to proceed.

About Locked Accounts

The status Deactivated indicates that the account has been disabled by an
administrator, while the status Locked due to inactivity is applied to accounts
that have had no activity for 120 days.

For information on reactivating a deactivated account, see Reactivate or
Unlock Account.

Commons User Account Search Results

When you click the Search button, the Search Results display below the Search Criteria
on the Search Accounts screen:
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Search Accounts @

@ Search Criteria

Search Results

User ID Name @ Email

JOONJ oon, eRATest@mail.nih.gov
Jail

JOONJ Joon, eRATest@mail nih.gov

JOONJ Joon, eRATest@mail.nih.gov

. Create New Account

Account
Status

Active

Active

Active

Roles & Affiliations

UNDERGRADUATE
- Southernist
University

IUNDERGRADUATE
- Texian
University

POSTDOC
- University of
Miso

Showing 1 - 3 of total 3

Login via
Login.gov @

REQUIRED

OPTIONAL

EXEMPTION

Action

Manage

Manage

Manage

© Backtotop

Figure 2: Commons User Account Search Results

NOTE: The Create New Account button does not display until a search is performed.

Working with the Search Results

User ID

Name - last name, first name
Email

Account Status -

Active - The Manage button displays in the Action column.
Pending - The Resend Email button displays in the Action column.
Pending Affiliation - The Manage button displays in the Action column.

Profile Only - The Create button displays in the Action column.

Roles & Affiliations
Login via Login.gov

Action - The Action buttons are Manage, Resend Email, and Create.

Perform one or more of the following steps

Accessing AMM
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1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter Results: text
box and hit the <Enter> key.
a. For example, to view all users with the Internet Assisted Review (IAR) role,
type IAR in the Filter Results: text box.

NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the
Show per page column.

4. To navigate between pages, perform one of the following options:

a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

5. To sort the search results, click the click the appropriate column heading name's
down arrow (ascending sort) or the up arrow (descending sort). The default sort
is by Name (Last Name, First Name).

6. To view the NIH Support View screen, select the appropriate name hyperlink in the
Name column.

a. For more information, please see the NIH Support View topic.

7. If displayed, click the Read More hyperlink in the Roles and Affiliations column
to view a Principal Investigator's (Pl) multiple affiliations.

8. To return to the top of the screen, click the Back to top hyperlink.

Action Options

¢ Create Account

° To create a new account and profile, click the Create New Account button at the bot-
tom of the screen, or find the correct User ID and click the Create button.
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Manage Accounts  Change Passwond

Search Accounts @

Q, Search Criteria

Search Results

Showing 1 = 3 of total

User ID = Name *  Email = Account Status *  Roles & Affiliations = Action
CASES Cage, Sug eRADevEmMail nih gov Pending Anfiliation Marage
CASEH Case, Hard eRADev@mail nih.gov Pending Affiliation

Case. Cour Profile Only

Create New Acoount

Figure 3: Search Results showing Create button

o Refer to the Create Commons User Accounts topic for more information.

* Manage Account

° The Manage button appears if the account status is Active or Pending Affiliation.

Manage Accounts  Change Password

Search Accounts @

Q Search Criteria e

Search Results

Showing 1 -5 of total

User ID % Name =  Email $ Account Status “  Roles & Affiliations % Action
BROMMS Brown Sugar eRADew@mail. nin gov Pl
- University of Califomia San Diego
Read More

BROWH Brown Flour eRADev@mail nih gov Pending Affiliation
BROWNS Brown Sugar eRADev@mail.nin.gov Pending Affiliaton

Brown Flour Profile Only

Brown Coffes eRADev@mail nihgov Profile Only ltree:e.
Create New Account © Backio ko

Figure 4: Search Accounts screen with Manage button
° To edit an account, click the Manage button and the Manage Account screen displays.

o Refer to the Manage External User Accounts topic for more information.

¢ Resend Email

Accessing AMM 14 August 4, 2023



Account Management Module (AMM) User Guide for Commons Users

° The Resend Email button appears on the Search Accounts screen for accounts that are
pending user review, indicating that the user has not validated the account request.

o

Click Resend Email to resend the account confirmation email.

Manage Accounts Change Password

Search Accounts @

Q Search Criteria

Search Results

User ID * Name “  Email

CAROLS Carol, Song eRADev@mail.nih.gov

CAROLY Caral, ule

eRADev@mail.nih gov

Showing 1 - 5 of total 9
= Account Status *  Roles & Affiliations % Action

Fending

Pending

Figure 5: Search Accounts Screen Displaying the Resend Email Button

NIH Funding Support View

The Funding Support screen lists the NIH application information associated with the
selected Principal Investigator (PI). Use this information to positively identify Pls asso-

ciated with your institution.

NOTE: The Funding Support screen is for Commons users only.

Accessing AMM
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Manage Accounts

-

Name
Dusty Rusty
Rhoades

Dusty Rusty
Rhoades

Dusty Rusty
Rhoades

Dusty Rusty
Rhpades

Dusty Rusty
Rhoades

Funding Support @

Name Dusty Rusty Rhoades

Institution Name

UNIVERSITY OF
CALIFORNLA LOS
AMGELES

UNIVERSITY OF
CALIFORNA LOS
ANGELES

UNIVERSITY OF
CALIFORNLA LOS
ANGELES

UNIVERSITY OF NOTRE
DAME

UNIVERSITY OF NOTRE
DAME

Employment History

Ll

Suppaort Support

Type s

Trainee
Appointment

Traines
Appointment

Trainee
Appointment

Traines
Appointment

Traines
Appointment

Identification =

ST32CAR90290-37

STI2CAS99509-35

2T32CAR50099.3641

STI2GMER8999-03

STI2GMA99990.02

selected Principal Investigator (P1)

L1

Support Description
UCLA Tumor Immunodogy Training

Program

UCLA Tumor Immunodogy Training
Program

UCLA Tumor Immunodogy Training
Program

Chemistry-Biochemistry-Biology Interface
Training Program At Notre Dame

Chemistry-Biochemistry-Biology Interface
Training Program At Motre Dame

Showing 1 -1 of total 1

Support
Start Date

2013-04-01

2014-04-01

2012-04-23

200%-07-01

2008-07-01

Showing 1-5oftotal 5

i

Support
Status

Awarded

Awarded

Awarded

Awarded

Awarded

Ak

Figure 6: Funding Support Screen

Search for System Accounts

Use the, to search for existing user and system account(s).

NOTE: Agency and Commons, users can search for and create system accounts.

AMM User Reports

oone search field, besides User Type and Account Status.

Certificate Owmer

First Name

Roles @

Certificate Serial Number

Middle Name

Figure 7: Search Accounts Screen Displaying Searching for System Accounts

Accessing AMM
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NOTE: You must enter at least one search field, besides the User Type and Account
Status.

Wild card characters such as the percent sign (%) can be used to search for a string of
characters.

Perform the following steps:

1. To search for a system account, select System from the User Type field's drop-

down menu.

2. Enter the appropriate search criteria in at least one of the other search fields
besides User Type.

3. Use the User ID field to search by IMPACII user ID

4. If you wish, select a Role from the drop-down menu. (To select multiple roles, hold

the <Crtl> key and highlight the desired roles.)

NOTE: When you search by system roles, you can only search within your organization.
You can select multiple roles, but the default search is for all roles appropriate to the
logged in user's account role.

5. Click Search to execute the search or click Clear to clear the fields and start over.

System Account Search Results

When the Search button is clicked, the system displays appropriate system accounts in
the Search Results located below the Search Criteria section on the Search Accounts
screen. The search results are sorted alphabetically first by last name, first name in the
Name field and then by Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID
Name - last name, first name
Organization
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* Roles & Affiliations

 Certification Owner - The Certificate Owner is the organization who acquired the cer-
tificate.

 Action - Option button is Manage.

Manage Accounts
Search Accounts @
Search Results
Showing 1 - 10 of total 1
Filter Reults: Gm W [ |perpone - 2 }
User ID %+ Name “  Organization % Roles & Affiliations *  Certificate Owner & (Kc;m
SYS_SHORTYT_460  Shorty, Tall Hobart and Wiliam Smith Colleges APPLICANT_RETRIEVAL_DATA_SERV HOBART Manrage
- Hobart and Wilkam Smith
SYS_SMITHB_199  Smiln Black Nalional Cancer Foundation APPLICANT_RETRIEVAL_DATA_SERV ~ NATIONAL CANCER FOUNDATION | [Manape
- National Cances
Read More
SYS_SHORTSJ S02  Shofs, Jim  National Inslitute of Health APPLICANT_RETRIEVAL_DATA_SERV  NIH Manage
National Institute of
Read More
SYS_SMARTG 439 Smart,Get  University of Califoria Los Angeles APPLICANT_RETRIEVAL_DATA_SERV  NCI Manage
- University of Califomnia
Read More
SYS_SMOEJ_81 Smoe, Jog University of Caifomia Los Angeles APPLICANT_RETRIEVAL_DATA_SERV UNIVERSITY OF CALIFORNIA I“'\rac“
- University of California
Read Maore
SYS_SALEMP_748  Salem.Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN Manage
University of Michigan
Read More
SYS_SALEMP 974  Salem, Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN Marage
= University of Michigan
Read More
SYS_SAA_341 Sack. Sad TS - Agency for Toxic Substances and Disease Registry  IC_ACCESS_GF_METADATA_SERV ASD Manage
SYS_SDS 529 Sack, Sad TS - Agency for Toxic Substances and Disease Registry  ITP_SRVC_COUNCIL_UPDATE_ROLE  ASDASD [arage
Agency for Toxic
Read More
SYS_SALEMP 463  Salem Mass  University of Michigan SERVICE_PROVIDER_ROLE UNIVERSITY OF MICHIGAN WMarage
Create New Account G Backiolo

Figure 8: Search Accounts Screen Displaying System Accounts Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit
the <Enter> key.
a. For example, to view all users with the last name of Salem, type Salem in the

Filter: text box.

NOTE: The default number of records per page is 10.
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5. To change the number of records per page, select the appropriate number in the
Show per page column.
6. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
7. If displayed, click the Read More hyperlink in the Roles and Affiliations column
to view a system user's multiple affiliations.
8. To manage a system account, click the Manage button in the Action column.

a. Please refer to the Manage System Accounts topic for more information.

9. To create a new account and profile click the Create New Account button at the
bottom of the screen.

a. Please refer to the Create System Account topic for more information.

10. To return to the top of the screen, click the Back to top hyperlink.
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Create Accounts

You can create the following types of accounts:

Create User Accounts

Create System Accounts

Create Commons Account

If you are a Commons user with an SO, AA or BO role, you have the ability to create new
Commons user accounts (such as for a PD/PI).

IMPORTANT: PD/PIs cannot create their own accounts: Only an SO or AA Commons
user can create this account.

1. To create a new user account, first search AMM to make sure the user doesn't

already have an account. For instructions, seeSearch Account for Commons

Accounts

2. You launch the create-account process from the Search Results screen Search Res-

ults screen.

° In the search results, profiles that are not already associated to a user account dis-
play a Create button in the Action column:

Create

Click the Create button to create a user account for that profile.
° QOrclick the Create New Account button located below the search results:

Create New Account

3. When you click one of the Create buttons, the Create Account screen opens, as

shown below.
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Manage Accounts ‘Change Password

Create Account @

G | fiekds are required unless theyre marnked (Optiona -)

User Information
User Type

MANOnNS a

User ID €

Frimary Qrganization

University of Calfornia Los Angeles

Contact Information

Last Mame First Name Middie Name [Opiional)
Beach Sandy

Email Caonfirm Email

Roles

Figure 9: Create Account Screen for an External Account

Perform the following steps to create an account:

4. Set User Type to Commons.
5. Enter the User ID or let the system generate one.

a. The User ID length should be between 6 and 30 characters and should NOT
contain special characters except the @ sign, the hyphen, the period, and the
underscore.

b. The system can display the following messages: This User ID is available OR
This User ID is already taken, please use another one.

6. Usually the Primary Organization defaults to the logged in user's organization.
a. If there is no user organization name selected, click the magnifying glass icon

to assign a Primary Organization. (See Set Primary Organization for more

information.)
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7. Perform one of the following options:

a. When the account information is complete, click Create to create the account

or click Clear to clear all information from the form.

When you click Create, the system displays the Account Details screen with a success
message, as shown here.

Manage Accounts | Change Passwond

Account Details @

& SUCCESS

Agcoun! Created suocessiully !

User Information

User Type Commons
UseriD BEACHSANDY
Frimary Qrganization Linfversity of Californ& Los Angekes

Contact Information

HName Beach, Sandy
Email eraDEV@malnin gov
Roles
Showing 1 -1 of total 1
Role(s) “  Qrganization(s) =
AA University of California Los Angeles

Back ko !'--:".':'-."')

Figure 10: Account Details Screen with success Message

6. Perform one of the following options on the Account Details screen:

a. Toreturn to the Search Accounts screen displaying the previous search res-

ults, click the Go Back hyperlink.
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b. To edit the account's information, click the Manage button.

i. For more information, please refer to the Manage Account for Com-

mons Users topic.
c. Toreturn to the Search Accounts screen to enter new search criteria, click the
Back to Search button.

Account Invitations from eRA Systems

Create-Account requests for eRA accounts that are validated by invitations from eRA
modules can be approved or rejected automatically:

If the identifying information the new user submits unambiguously matches the profile
created by the account requester and the profile is not already associated to another
user account, the request is approved automatically.

If the identifying information is incorrect or an account already exists for the user profile,
or if a comment has been entered in the user's funding and committee service history,
request is denied and the system sends notifications to the account requester and to the
eRA Service Desk.

Examples of system-generated account invitations:

e SO creates a new Pl account in AMM

The new PI receives a system-generated invitation to log in to
eRA Commons and validate the account.

¢ SRO enables a new reviewer in Internet Assisted Review (IAR)

The reviewer receives a system-generated invitation to log in to
eRA Commons and create an account to access IAR. See the
IAR Online Help for information on enabling reviewers

* PD/PI appoints a new trainee in xTrain

The trainee receives a system-generated invitation to log in to
eRA Commons and create an account to access xTrain. See xTrain
Online Help for information on appointing trainees.
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Workflow
The account invitation procedure includes these steps:

1. The account requester creates the new account.

2. The new user receives an email notification that includes the username
and other details about the new account.

3. The user receives a second email that includes a temporary password
for the new account and instructions for logging into the system. This
email explains that that the user must login to the system that day or
the account will be locked. After an account is locked, any attempt to
log in will be redirected to the password reset/lost password workflow..

See Initial Login to eRA Account.

4. The user logs in with the provided credentials and is immediately

instructed to create a new password for the account.

NOTE: If the user enters incorrect login information too many times, the
account is locked and the user must contact the eRA Service Desk to com-
plete the login process.

Add/Delete User Roles

Agency-Specific Instructions: State Department users only - For information on
adding countries, please refer to the Add/Delete Countries topic.

NOTE:

1. The list of roles displayed is dependent on the logged in user's role.

2. Accounts with scientific roles should be maintained for the career of the scientist, and
affiliations should be added as necessary.

3. Administrative roles cannot be combined with scientific roles on the same user
account, and accounts with administrative roles cannot be affiliated with more than one
institution.
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1. To add user roles to an account, click on the + Add Roles button at the bottom of

the Create Accounts or Manage Accounts screen.

Roles @

[-I-Add Roles 4 Add Roles to other org. ]

When you click + Add Roles, the Add Roles screen opens.

NOTE: If you click + Add Roles to other org, the Manage Account window opens first,
so you can search for and select the other organization.

AMM | Manage Account

Use % for non-exact matches!

Org ID Organization Name

=

Select the organization and click Next to proceed to the Add Roles screen as
described below.
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AMM | Add Roles

Organization

University of California Los Angeles

@ullts} (to muili-select, please use cirl or shift JreysD

AA - Accounts Administralor
AD - Administrative Official
ASST - Pl Assistant

BD - Business Official

FCOI - Extermal FCOl Oficer

FCOI_WVIEW - Financial Conflict of Interest (FCOI) Extemnal Vi
F5R - Financial Reporting users

GRADUATE_STUDENT - Graduate Student

PACRH - Public Access Compliance Role

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

EW role

Figure 11: Add Roles screen

1. Scroll through the list and click to select the appropriate role(s).

Note: For reference, here is a complete list of Commons user roles.

2. Click the Add Role(s) button.

When you click Add Roles(s), the system returns to the Create Account or Manage

Account screen and displays the newly added role(s) .

Roles

I-l- Add Rnles” ® Remove All

Showing 1 - 1 of total 1

Role(s) * Organizatien(s) = Action
A University of
California Los
Angeles

Figure 12: Roles Section on the Create Accounts Screen
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3. To add additional roles, click the + Add Roles(s) button and repeat the steps
above.
4. Toremove a role, click the appropriate Remove button in the Action column.

5. Toremove all roles, click the Remove All button.

NOTE: You cannot remove Signing Official (SO) role when the Research Performance Pro-
gress Report (RPPR) is assigned.

NOTE: You cannot add user a role if the account is in deactivated status: You must react-
ivate the account first.

Set Primary Organization

NOTE: The magnifying glass for the Primary Organization field on the Create Account
screen appears if the logged in user is not affiliated with an Organization, IC, or Agency.
Usually the Primary Organization defaults to the logged in user's Organization.

Primary Organization

Q

Figure 13: Primary Organization Field

1. To add a primary organization click the magnifying glass icon on the Create

Account screen.

When the magnifying glass icon is clicked, the Search Organization and Add Roles
screen opens.
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AMM | Search Organization and Add Roles

Use % for non-exact matches!

Org ID Organization Name

Teliniversity of califomias

Showing 1 - 10 of total 25

ilter;
Show | 10 |v| perpage L 2 3 »
Org

org.
Select - D * MName 32
10002757 Touro
University
of
California
o 577503 University
of
California
at Dawis
1092530  University M
.

) =

Figure 14: Search Organization and Add Roles Screen

2. Enter an Org ID or an Organization Name.

NOTE: Wild card characters such as the percent sign (%) can be used to search for a
string of characters.

3. Click the first Search button.
When the first Search button is clicked, the organization is displayed, if present.

4. To filter the search results, enter the appropriate value in the Filter: text box and hit

the <Enter> key. For example, enter San Diego to view only those universities in

California.
5. To change the number of records per page, select the appropriate number in the

Show per page column.
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6. To navigate between pages, perform one of the following options:

a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.

c. Click the left double arrows button to go to the beginning of the list.
7. Select the appropriate organization's radio button.

8. Click the second Select button or click the Close button to close the screen.

When the second Select button is clicked, the Create Account screen displays the selec-
ted primary organization. For more information see Create External User Accounts.

Create System Accounts

System accounts are used to access eRA Web Services.

Agency and Commons, users can create system accounts.

1. To create a system account, first perform a search to make sure the account you
want to create does not already exist.

a. Forinstructions see Search System Accounts.

NOTE: The Create New Account button described below is not available until a search
is performed.

2. Review the search results to see if the account you want already exists, and if not,

click the Create New Account button that appears below the search results:

Create Commons Account
Create Agency Account

Create System Account

=F Create New Account ~

When you click Create New Account, the Create Account screen opens.

3. Select System in the User Type drop-down menu.

Create Accounts 29 August 4, 2023


https://grants.nih.gov/grants/ElectronicReceipt/system_webserv.htm

Account Management Module (AMM) User Guide for Commons Users

When you select user type System, the screen displays the fields you need to complete
for a system account.

Create Account @

All fields are required unless theyre marked (Ogofional)

User Information
User Type

System b

Primary Organization

GM - NATIOMNAL INSTITUTE OF GENERAL MEDICAL SCIENCES Q

Certificate Information

Certificate Owner €
Certificate Provider/Authority CN €

Select Ceddificate Provider w

Certificate Serial Number

Contact Information

Last Name First Name Middle Name (Opfional)
Email Confirm Email
Roles @

+ Add Roles || 4 Add Roles to other org.

[ I am aware of and understand my responsibilities in providing the information pertaining to this system account

Clear Close

Figure 15: Create Account Screen Displaying Creating a System Account
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4. Type in the owner in the Certificate Owner field. The Certificate Owner is the
organization who acquired the certificate.

5. Select the appropriate Certificate Provider/Authority from the drop-down menu.

NOTE: Examples of the values that are available for the Certificate Provider/Authority
include: Comodo, Digicert, Entrust, Geo Trust, Go Daddy, InCommon, and Thawte.

6. Enter the Certificate Serial Number in the format XX XXX XOEXXXXKXXEXX.

For information on obtaining and registering a certificate from a Certificate Provider or
Authority, refer to one of the Web Services Certificate (S2S) Guide:

 Section 2.4.3 for Commons users - only users with the SO role have the privileges neces-
sary to register the certificate in AMM; Commons users must work with their SO to
register their certificate

7. Complete the Contact Information.
8. Click the Add Roles button to add the roles to the account.
a. Note the role description on the screen when adding a role.

b. See Add System Roles for more information.

9. Select the Agreement checkbox below the Roles section.

The Agreement check box is mandatory for the user to acknowledge information
provided for the system account. If the Agreement checkbox is not checked and the
Save button is clicked, the system displays the following error message: User must accept
the agreement by checking the field.

10. Click the Create button to create the account or click Clear to clear all fields.

When you click Create, the system validates the account information. If there are no
errors, then the Account Detailsscreen opens, displaying a success message.
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Account Details @

Account created successfully!

Note: Validate Cerificate button will validate
1. If certificate authority iz supported by NIH
2. If the uploaded cerlificate details malch the cerlificate details entered.

User Information

User Type

eRA User ID

Primary Organization

Certificate Information

Certificate Owner

Certificate Provider/Authority

System

POTTERH_172

GM - MATIONAL INSTITUTE OF GEMNERAL MEDICAL SCIENCES

NIH

COMODO HIGH-ASSURANCE SECURE SERVER CA

Certificate Serial SB:12:34:56:75:90 Validate Certificate

Number

Contact Information

Name
Email

Roles @

Role(s)

ACCESS_DOC_UPLOAD_SERV

m Clcse

Patter, Hamry

eRATest@nih.gov

Organization(s)

ALL

Showing 1 - 1 of total 1

Figure 16: Account Details screen displaying success message

Other Actions:

e Click the Validate Certificate button to validate the certificate. See Validate Certificate

for more information.

 Click the Manage button if you want to make additional changes. See Manage System
Accounts for more information.

e Click the Back to Search button to return to the Search Account screen.

Add System Roles
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NOTE: The list of roles is dependent on the logged-in user's role.

1. To add system roles to the account, click on the + Add Roles button on the Create

Accounts screen.

Roles @

[-I-Add Roles < Add Roles to other org. ]

Create Clear

Figure 17: Add Roles Button on the Create Account Screen

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.

AMM | Add Roles

Organization

GM - NATIONAL INSTITUTE OF GENERAL MEDICAL SCIENCES

Role(s) (fo multi-select, please use cirl or shift keys)

ACCESS DOC_UPLD_SERV_IC_HSCTA - Privilege o upload clinical frial document

ACCESS DOC _UPLOAD SERV - Role for upload document fo Document RESTiul Service

ACCESS DOC_UPLOAD_SERV_NCI - Privilege needs to upload NCI documents

ACCESS_GF_ALL_METADATA_SERV - GLOBAL Internal Role fo access the GrantFolder Metadata Service for all class codes (Iniras
ACCESS_GF_METADATA_SERV - Role given to infemal users access the GraniFolder Metadata Service and call getGrantFolderMel
ACCESS_GUM_UPDATE_SERV - Internal Role fo access the GrantAdminReview Service and call updateGrantAdminReviewinfo.
ACCESS_INTERNAL_DOC_SERV - Internal Role for eRA applicafions to access Document Service
ACCOUNT_MGMT_API_USER_ROLE - This role provides a service account access o the Account Management Webservice in AMN
AGEMNCY _ACCT_API_USER_ROLE - This role provides a service account access fo the Account Management Webservice in AMM
AMS_USER_DATA_SERVICE_ACCESSOR - AMM User Data Service Access Role -

e M Add Role(s)

Figure 18: Add Roles Screen Displaying Agency System Roles List

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or
Manage Account screen and displays the newly added role(s).
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Roles @

([ + Acd Rotes |[ x R-."l'-l:-'.--.'@

Showing 1 -1 of total 1

Rola(s) “  Organization(s) ¥ Action

ACCESS DOC_UPLOAD _SERV ALL

Figure 19: Roles Section on the Create Accounts Screen for Agency Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.

5. To remove all roles click the Remove All button.

Add Roles to Other Org

NOTE: This function is available only for eRA Service Desk agents to give an account
roles in another organization.

Click the + Add Roles to other org. button and a pop-up search window opens so you
can search for and select the other organization:

AMM | Manage Account

Use % for non-exact matches!

Org ID Organization Name

=

Select the other organization in this window and click Next to proceed to the Add Roles
screen, as described above.

Validate Certificate
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When the Validate Certificate button is clicked on either the Manage Account or
Account Details confirmation screen, the system displays the AMM | Validate Certificate
screen with hyperlinks to instructions for the different browsers (i.e. Internet Explorer,

Firefox, and Safari, etc.) for uploading a certificate file.

1. Perform one of the following options:

a. To validate the certificate, click the Validate button on the Validate Cer-

tificate screen.

b. Click the Cancel button to cancel the certificate validation.

AMM | Validate Certificate
Certificate Number: SB:12:34:56:78:90
Certificate Provider: COMODO HIGH-ASSURAMNCE SECURE SERVER CA

MOTE! If your cerlificate was not previously uploaded, please follow insfructions
below to upload cerificate key file to browser.

= Do not close browser window until all instruclions are complete.

= Ifingtructions for a specific browser require a browser restart, please do so.

To Import a Certificate to Browsers
Pleasze follow instructions below to upload cerificate file to browser.

e For Windows IE:

. Open Tools

Open Internet options

Open Content tab

. Click Certificate button and open Certificates window

. Click Import to start the Certificate Import Wizard

. Type the file name containing the certificate to be imporied or browse and
navigate to the file

. For more details go to "Learn more about cerdificates™ link on the

Certificates window

" For Firefox:

Please click here for detailed instructions

My For MAC Safari:

[< T I S SUR T Ry

=]

-

Figure 20: Validate Certificate Screen

When the Validate button is clicked, the system performs the certificate validation.
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If the browser call does go through to the certificate provider, but the details of the
uploaded certificate do not match the details entered in AMM, then the following warn-
ing message opens:

Warning! - This certificate works with eRA systems correctly, but the cer-
tificate details you entered in the account do not match information in the
certificate you are trying to validate. Certificate information in the account
must match certificate you are trying to validate.

If there are no validation errors, a second Validate Certificate screen displays the fol-

lowing success message: Success! Your certification works with the eRA systems as expec-
ted.

AMM | Validate Certificate
Certificate Number: 4E:DA96:C1:33.7C.6B
Certificate Provider: Go Daddy Secure Certificate Authority

®Success!

Your certificate works with the eRA systems as expected.

1. Ifyou see one of these messages: 'Success!' or Waming!', follow instructions in the
message.

2. If you see any other browser errors, the certificate is not supported by NIH, please
contact the helpdesk.
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Figure 21: Validate Certificate Screen Displaying the Success Message
2. Click the Close button to close the screen.

The following audit information is audited and stored in the database:

Certificate Number — Certificate Number of the uploaded certificate during validation
Certificate Provider —- Common Name of the uploaded certificate during validation
Certificate Owner — The Certificate Owner that was entered during validation. The Cer-
tificate Owner is the organization who acquired the certificate.

Time of Validation — Format: DD/MM/YYYY HH:MM:SS

Result of Validation Attempt

Success

Validation is successful but the certificate details does not match the user entered details
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Manage Accounts

User Accounts

Once an account is created it can be maintained via the Manage Accounts screen.

Manage User Accounts

System Accounts

Agency and Commons users can modify system accounts.

Manage System Accounts

For information on obtaining and registering a certificate from a Certificate Provider or
Authority, please refer to the Web Services Certificate (S2S) Guide:

Section 2.4.3 for Commons users

Managing Commons User Accounts

The following roles can manage accounts:

Account Administrator (AA)
Administrative Official (AO)
Business Official (BO)
Signing Official (SO)
1. Perform one of the following steps to manage a user account:
a. Click the Manage button for an account on the Search Accounts screen.
b. Click the Manage button on the Account Details screen after an account have

been created or saved (edited).

Clicking the Manage button opens the Manage Account screen.
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Manage Account @

you hit the save button.

Note: Changes to the account are not saved until you hit the save button.

- For example, if you affiliate someone, he/she is not actually affiliated until

All fields are required unless they're marked (Optional)

User Information
Account Status: Active
User Type

Commons W

User ID

JOON

Primary Organization

UNIV FOR MED SCIS Q
Login via Login.gov @ : EXEMPTION

Login.gov Exemption Expiration Date @ :

02/12/2021 i

Contact Information

Last Name First Name Middle Name
Joon Jora

Email Confirm Email
eRATest@mail.nih.i eRATest@mail.nih.{

Roles @

+ AddRoles 4 AddRolesto other org. % Unaffiliate

Role(s) “ Organization(s)

IAR ALL
PD/PI UNIVFOR MED SCIS
PD/PI CENTRAL HLTHCARE SYS

Save Close

Showing 1 - 3 of total 3

Action

¥ Remove

X® Remove

Reset Password Deactivate
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Figure 22: Manage Account screen for an external account

Actions

You can perform these actions:

Edit the Email addresses if necessary.

Add Roles. To add or delete roles click the + Add Roles button. For more information,
see Add/Delete Roles.

To affiliate an account with an organization, click the Affiliate button, if displayed. (An
affiliation can be created for accounts that are either not currently associated with an
institution, such as an account solely with the Internet Assisted Reviewer (IAR) authority
role, or for accounts that need to be associated with multiple institutions. Users with the
AA or SO role may create an affiliation for their organization only. For more information,
see Affiliate Account.

If the Unaffiliate button is present, you can click it to unaffiliate an account. For more

information, see Unaffiliate Account.

On active accounts Deactivate button will be present at the bottom of the screen. Click
it to Deactivate the account. For more information, see Deactivate Reactivate Account.
If the account has been deactivated, a Reactivate button will be present at the bottom
of the screen. Click it to reactivate the account. For more information, see Deactivate

Reactivate Account.
Two-Factor Authentication:

Login via 2FA — Shows the status of login.gov for this account: "Required," "Optional”
or "Exemption."

Note: This field is set automatically at the organization level.

2FA Exemption Expiration Date — When Login via 2FA is set to "Exemption," this field
displays the end date for the exemption. The user can log in using eRA credentials until

this date.

Note: Two-factor authentication exemptions are only granted on a limited basis by the
eRA Service Desk and only the eRA Service Desk can modify this date.

2FA Mapping Completion Status — Indicates whether the user's account is Mapped or
Not Mapped for two-factor authentication.

Account Statuses
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AMM user accounts can have the following statuses:

Active — A valid account in good standing.

Deactivated — Account has been disabled by an administrator

Locked due to inactivity — Locked by the system due to inactivity (no user activity for 120
days)

Pending Affiliation — An individual account that has not been linked to an organization
Profile Only — A user ID that is not associated to an account

NOTES:

Administrative and reporting roles such as SO, AA, AO, FSR, etc., cannot be combined
with Scientific roles such as PI, TRAINEE, ASST, etc.

Only accounts with scientific roles such as IAR, PI, TRAINEE, POSTDOC, etc., may have
multiple affiliations. If an account has any roles in addition to these, additional affiliations
cannot be added.

Fields grayed out cannot be edited.

Add/Delete User Roles

Agency-Specific Instructions: State Department users only - For information on
adding countries, please refer to the Add/Delete Countries topic.

NOTE:

1. The list of roles displayed is dependent on the logged in user's role.

2. Accounts with scientific roles should be maintained for the career of the scientist, and
affiliations should be added as necessary.

3. Administrative roles cannot be combined with scientific roles on the same user
account, and accounts with administrative roles cannot be affiliated with more than one
institution.

1. To add user roles to an account, click on the + Add Roles button at the bottom of

the Create Accounts or Manage Accounts screen.
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Roles @

[-I-Add Roles 4 Add Roles to other org. ]

When you click + Add Roles, the Add Roles screen opens.

NOTE: If you click + Add Roles to other org, the Manage Account window opens first,
so you can search for and select the other organization.

AMM | Manage Account

Use % for non-exact matches!

Org ID Organization Name

=

Select the organization and click Next to proceed to the Add Roles screen as
described below.

Manage Accounts 42 August 4, 2023



Account Management Module (AMM) User Guide for Commons Users

AMM | Add Roles

Organization

University of California Los Angeles

@ullts} (to muili-select, please use cirl or shift JreysD

AA - Accounts Administralor
AD - Administrative Official
ASST - Pl Assistant

BD - Business Official

FCOI - Extermal FCOl Oficer

FCOI_WVIEW - Financial Conflict of Interest (FCOI) Extemnal Vi
F5R - Financial Reporting users

GRADUATE_STUDENT - Graduate Student

PACRH - Public Access Compliance Role

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

EW role

Figure 23: Add Roles screen

1. Scroll through the list and click to select the appropriate role(s).

Note: For reference, here is a complete list of Commons user roles.

2. Click the Add Role(s) button.

When you click Add Roles(s), the system returns to the Create Account or Manage

Account screen and displays the newly added role(s) .

Roles

I-l- Add Rnles” ® Remove All

Showing 1 - 1 of total 1

Role(s) * Organizatien(s) = Action
A University of
California Los
Angeles

Figure 24: Roles Section on the Create Accounts Screen
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3. To add additional roles, click the + Add Roles(s) button and repeat the steps
above.
4. Toremove a role, click the appropriate Remove button in the Action column.

5. Toremove all roles, click the Remove All button.

NOTE: You cannot remove Signing Official (SO) role when the Research Performance Pro-
gress Report (RPPR) is assigned.

NOTE: You cannot add user a role if the account is in deactivated status: You must react-
ivate the account first.

Unaffiliate Account

1. To unaffiliate an account, click the Unaffiliate button in the Roles section of the

Manage Account screen.

When the Unaffiliate button is clicked, an Account Undffiliation pop-up screen displays.

AMM | Account Unaffiliation

You are about to un-affiliate this account from your organization, which is the last
organization this individual is affiliated with. Do you want to proceed?

Yes

Figure 25: Account Undffiliation Screen
Click the Yes button to unaffiliate the account, or click No to cancel the unaffiliation.

After unaffiliating the account, all roles assigned to the account are removed, the
account is placed in 'Pending Affiliation’ status, and the Affiliate button appears in the
Roles section of the Manage Account screen:
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Roles

Figure 26: Affiliate Button in Roles Section on Manage Account Screen

IC Transfer Process

1. The Account Coordinator will unaffiliate the account by removing all roles for their
IC.

2. The account will go into ‘Pending Affiliation’ Status, in which there are no roles
associated with the account, and the user cannot perform any functions.

3. An Account Coordinator from the new IC will search for accounts in ‘Pending Affil-

iation’ status and select an account to affiliate.

For information on Affiliating an account, see Affiliate Account.

Reactivate Account

Users with the following role can reactivate accounts that have been deactivated by an
administrator or locked by the system due to inactivity:

o Administrative Official (AO)
e Business Official (BO)
« Signing Official (SO)

Reactivate Account

Use these steps to reactivate an account that has been deactivated by an administrator
or that has been locked due to inactivity.

NOTE: Commons users are required to reset their passwords after a defined time period.
The system locks the account is if the user fails to rest the password. Use the Reset Pass-
word function to unlock these accounts.

1. Open the account in the Manage Account screen.
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2. If an account is deactivated, a Reactivate button displays at the bottom of the Man-

age Account screen. Click this button to proceed.

Roles @
+ Add Reles | # Add Roles o othes org. || 8 Unaffiiate
Showing 1 -1 of total 1
Role(s) = Organization{s) % Action
A8 Dynet Technology, Inc. | xRamove
Gancel Reset Password | Reactivate

3. When you click Reactivate, the Reactivate Account screen opens.

AMM| Reactivate Account @

You are requisting o reactvale this acoounl Yo mus specily comments wiech will be
commursCated 1o the demner of the atcount descibang your achons
Comments

Figure 27: Reactivate Account screen
Figure 28: Unlock Account screen

4. Enter comments in the comments field to inform the user about this action

(required). Click Reactivate to reactivate the account, or click Close to cancel.

a. Enter comments in the comments field to inform the user about this action

(required).
b. Click Reactivate to reactivate the account, or click Close to cancel.
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5. When you click Reactivate, the system reactivates the account and displays a con-
firmation message.
6. The account owner receives an email notification that includes the text you enter in

the Comments field.

NOTE: The unlock notification asks the user to login to the account that same day. If the
user does not login before the end of the day, the account is locked again.

Manage System Accounts

System accounts are used to access eRA Web Services.
Agency and Commons users can manage system accounts in their organizations.

For information on obtaining and registering a certificate from a Certificate Provider or
Authority, please refer to the Web Services Certificate (S2S) Guide:

Section 2.4.3 for Commons users

Perform the following steps:

1. To manage a system account, first perform a search to locate the account.
a. See Search for System Accounts for more information.
2. On the Search Results screen, click the Manage button for the system account you

want to manage. The Manage Account screen opens.
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Primary Organization

EM - Cenbar Tor Menlal Health Senvices e @ o Bac

Motes Amy changes to the account are not saved wnlil you hit the save butbon
= For axampie, il vou sfiale someone, ha/she s nol sciually sifiiated wuntil you Ml the save button.

Al fighds are required uniess they'ne marked (Cptional)

Uszer Information

Wser Type
Syslem W
Primary Oiganization
SM - Cenler for Menlal Health Sendces w

Certificate Infarmation
Certificate Crwmer &

HOJMLOLZFEISTENCPHER

Certificate Provider/Authority CN @
RAPIDSSL GA “

Certificate Senal Number

ML 2 AR5 TS NG FH.S8

Contact Infarmation

Lasi Hame Firsi Mame Middie Mame
Valdemorl Chilen Tesl

Email Confirm Email
VoldyiHavetloMose edu Woldy@HaveRolose. edu

Roles @

4+ Add Roles 4 Add Roles 1o cther ong

Showing 1 -1 of total 1
Rolefs) = Orpanization(s) = Action

DOCSERMVICE_GET_EADDITTION_SERV A - Nalional Inslilse on Aleohol Abuge and Alcoholism = Benove

m Canced Ceactivale

Figure 29: Manage Account Screen for external accounts

NOTE: Fields that are grayed out are not editable.
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3. Edit the available fields as needed.

4. Click the Add Roles button to add the roles to the account. See Add System Roles
for more information.

5. Toremove arole, click the Remove button. To remove all roles, click the Remove
All button.

6. Click Deactivate to deactivate an account. See Deactivate Account for more inform-
ation.

7. Click Save to save the changes or lick Cancel to cancel. The Account Details screen

opens and displays a success message.
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Marage Accounts | Chisge Passeon

& Go Back
Account Details @

& SUCCESS

ALCOn! Wi UDAGD SUCTESEMIRE

Miote: Valdae Ceificale Dulion will valizale
1, H cenricale authory & suppored by MIH
2. i he upioaded ceriificate details malch the cerficale detals enlesed

User Information

User Type System
Usar ID SYS_SMARTG 439
Primary Organizaton University of Calfomia Los Angeles

Certificate Information
Cartfe s Owee HCI

Cartificate o Daasy TEruncne AuTormy
Providemauthanty

Cartifhcabe Sarial PEIZ 3456 7850
Humber

Contact Information

kama Svaut, Gaet
Email eraDen@imal nih goy
Roles
Sheraing 1 - 1 of total 1
Rals(s) = OrganiEstion(s) H
APPLICANT_RETRIEVAL_DATA_SERY University of Caliomia Los Angises

Figure 30: Account Details Screen for external users

8. You can perform these additional actions in the Account Details screen:
« If the certificate needs to be validated, click the Validate Certificate button. See
Validate Certificate for more information.
» To return to the Manage Accounts screen, click the Manage button or the Go Back
hyperlink.
» To return to the Search Accounts screen to enter new search criteria, click the Back
to Search button.

Add System Roles
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NOTE: The list of roles is dependent on the logged-in user's role.

1. To add system roles to the account, click on the + Add Roles button on the Create

Accounts screen.

Roles @

[-I-Add Roles < Add Roles to other org. ]

Create

Clear

Figure 31: Add Roles Button on the Create Account Screen

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.

AMM | Add Roles

Organization

GM - NATIONAL INSTITUTE OF GENERAL MEDICAL SCIENCES

Role(s) (fo multi-select, please use cirl or shift keys)

ACCESS DOC_UPLD_SERV_IC_HSCTA - Privilege o upload clinical frial document

ACCESS DOC _UPLOAD SERV - Role for upload document fo Document RESTiul Service

ACCESS DOC_UPLOAD_SERV_NCI - Privilege needs to upload NCI documents

ACCESS_GF_ALL_METADATA_SERV - GLOBAL Internal Role fo access the GrantFolder Metadata Service for all class codes (Iniras
ACCESS_GF_METADATA_SERV - Role given to infemal users access the GraniFolder Metadata Service and call getGrantFolderMel
ACCESS_GUM_UPDATE_SERV - Internal Role fo access the GrantAdminReview Service and call updateGrantAdminReviewinfo.
ACCESS_INTERNAL_DOC_SERV - Internal Role for eRA applicafions to access Document Service
ACCOUNT_MGMT_API_USER_ROLE - This role provides a service account access o the Account Management Webservice in AMN
AGEMNCY _ACCT_API_USER_ROLE - This role provides a service account access fo the Account Management Webservice in AMM
AMS_USER_DATA_SERVICE_ACCESSOR - AMM User Data Service Access Role

Add Role(s)

Figure 32: Add Roles Screen Displaying Agency System Roles List

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or

Manage Account screen and displays the newly added role(s).

Manage Accounts
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Roles @

([ + Acd Rotes |[ x R-."l'-l:-'.--.'@

Showing 1 -1 of total 1

Rola(s) “  Organization(s) ¥ Action

ACCESS DOC_UPLOAD _SERV ALL

Figure 33: Roles Section on the Create Accounts Screen for Agency Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.

5. To remove all roles click the Remove All button.

Add Roles to Other Org

NOTE: This function is available only for eRA Service Desk agents to give an account
roles in another organization.

Click the + Add Roles to other org. button and a pop-up search window opens so you
can search for and select the other organization:

AMM | Manage Account

Use % for non-exact matches!

Org ID Organization Name

=

Select the other organization in this window and click Next to proceed to the Add Roles
screen, as described above.

Change Password
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1. Click the Change Password tab:

partment of Health & Human Services £ www.hhs.gov

Wekzome: Lana Sang
om)  © SHoRTS M
) A Commons L), mattuton: UNVERSITY OF CALFORNIA LOS ANGELES
A program of the National Insttutes of Health Roles: 50

Legout | Confact Us | Helo

Account Administration

The Account Administration sub-menu allows users ko perform accounts maintenance aceording 1o their prhleges. Sub-menus are isible 1o hose users with appropriate privileges

Figure 34: Commons Menu Tabs Displaying the Change Password Tab

Message from mbpageh ﬁ

"*-.I This link will take you to the eRA Account Management System to
¥ manage accounts.

| ok || Cancel

Figure 35: Accessing AMM Pop-up Screen

Clicking the OK button on the pop-up screen or the Change Password tab displays the

Change Password screen in a separate browser window.

Manage Accounts

Change Password @

© INFORMATION!

* Passwords for eRA user accounts must be 15-64 characters. The full password guidelines are:
¢ Password length must be between 15-64 characters

& Firstand last characters cannot be numbers

® Cannot contain username

* Cannot re-use previous 10 generations of passwords

Current Password:
New Password:

Confirm New Password:

=
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Figure 36: Change Password Screen

2. Enter your Current Password.
3. Enter a New Password.

4,
5

. Perform one of the following options:

Type your new password a second time in the Confirm New Password field.

a. Click the Save button to save the changes.
b. Click the Clear button to clear the fields.

Use your new password the next time that you log into Commons.

NOTE: The password guidelines are:

o]

[e]

[}

Password length must be between 15-64 characters
First and last characters cannot be numbers
Cannot contain username

Cannot re-use previous 10 generations of passwords

Reset Password

NOTE: Users are required to reset their passwords after a defined time period. The sys-
tem locks the account is if the user fails to reset the password. Use this procedure to
unlock these accounts.

1.

2.

To reset a user's account password, open account in the the Manage Accounts

Reset Password

| located on the lower

screen and click the Reset Password button L.

right side of the screen.

A pop-up confirmation screen opens. Click Close to close it.

AMM | Reset Password

Password for this account has been reset successfullyl. An email with temporary password
was sent to the account holder.

Close
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3. When you complete the password reset, an email notification with a temporary

password is sent to the account holder.
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User Reports

AMM includes the following reports capabilities:

All Users Report — Information on all user accounts in your organization.

Inactive Users Report — Lists user accounts that have been locked due to inactivity
(note: for internal users only)

Deactivated Users Report — Lists user accounts that have been deactivated by an
administrator. Note: For internal users only.

Role Description Report — Lists all roles, role descriptions, and associated privileges
for any business area. Note: for internal users only.

To open the reporting functions, click the AMM User Reports tab.

The All Users Report screen opens. There are two versions of this screen, as shown below.
The version you see depends on the organization you belong to.

TIP: To select multiple organizations, roles, or business areas, hold the <Ctrl> key as you
click.

All Users Report Screen for External Users

Manage Accounts  Maintain Profiles | AMM User Reports.
Al Users Report
_ All Users Report @

Inactive Users Report * Required information

Deactivated Users Report @ Search Criteria
User Type

Commens ~
* Organization(s)
Roles &
Account Creation Start Date Account Creation End Date
=} ADD. 2

Figure 37: All Users Report Screen for External Users

Use this screen to run an All Users Report on external users. The All Users Report button
is selected by default. Follow the steps below to launch the report.
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All Uzers Report |

1. Select "Commons" in the User Type field and set the search criteria in the other
fields as follows:

2. Organization — This field displays your organization name. Service Desk agents,
to select an organization, begin typing its name or ID number in this field. The live
search function displays organization names as you type. When the one you want
appears, scroll down and click to select it.

NOTE: This field is mandatory.

=» Organization{s)

[umversiiy of califo| x I

Touro University of California - (10002757) ~
University of California at Davis - (577503)

University of California Berkeley - (577502)
University of California Berkeley - (1092501)
University of California Berkeley - (1092530)

University of California Davis - (1092504)

Figure 38: Organization field, external

3. Roles — Leave this field blank to report all user roles. To limit the report to one or
more user roles, click this field to open the drop-down menu or begin typing the
name of a role. The live search function displays roles as you type. When the one
you want appears, scroll down and click to select it, as shown below.

Roles €&

a

AD - Administrative Official

ASET - Pl Assistant
BO - Business Official
FCOI - External FCOl Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

Figure 39: Roles drop-down menu
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4. Account Creation Start Date/End Date — Leave these fields blank to report all
time periods. To limit the report to a certain time period, enter a start date, end
date, or start and end dates. Enter dates in MM/DD/YYYY format or click the cal-
endar icon to select them from the calendar.

5. When you finish entering search criteria, click Search to run the report. See Report.

Output below.

Figure 40: All Users Report Screen for Internal Users
Figure 41: All Users Report button
Figure 42: Organization field, internal
Figure 43: Business Area field
Figure 44: Roles field

Figure 45: Inactive Users Report button

Role Description Report

Figure 46: Role Description Report button

Report Output

All Users Report Output

Click the All Users report button and enter search criteria as described above to run the
report. When you click the Search button for the All Users report, the report output dis-

plays.
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Wanage Arcounls  Wamlan Frofies | AMS User Repors

EEEEE . . ceoono

nacive Lisers Repor * Required intormaton

Dot Users Repon @ Search

Search Results
Smowing 1 - 10 of total 5,395
...... =
- wom - [l 2
[{ EpoitoBas [ EwporttoPOF
User IO ANas User D Hamy
T m
mums  paen et
RTORET o T
saue. RauE hare
--------- e e e
...... armzr verseh lnsm
ALIGHT e, 08
DR [
s BRI e, Drawde

Figure 47: All Users Report output
Figure 48: All Users Report output for internal users
Figure 49: Inactive Users Report output

Figure 50: Deactivated Users Report output

Role Description Report Output

Figure 51: Role Description Report output

Navigating the Report Output

These tips for browsing, filtering and exporting the report output apply to all report

types.

The report output displays include several control options:.

Search Results
Areowing 1 - 10 of total 5938

Filtwr; —_

B EwpordioEme | B Expod o POF

Aesount Creaticn Last Lagin
UserID = Alas UseriD = Hame * Daie * Daie = Roles & Affllatons -
Figure 52: Report output controls
59 August 4, 2023
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 To filter the report, type some text in the Filter field, such as a name. Only rows that con-
tain the filter term will be displayed, and all instances of the filter text will be highlighted
in yellow:

Filter: train

Account Creation Last Login

Date “*  Date ¥ Roles & Affiliations

2011-07-20 TRAINEE - University of California
2013-05-02 TRAINEE - University of California
2014-08-02 2015-06-30 TRAIMEE - University of California

Figure 53: Filter results

» To adjust the number of records displayed, select a number in the Show per page drop-
down menu.

» To navigate the report pages, click a Page Number or use the left and right arrow but-
tons.

» To re-sort the report columns in ascending or descending order, click the up/down
arrows in the column headers.

» To export the report output as an Excel spreadsheet or PDF, click the appropriate Export
button:

[ Exportto Excel Export to PDF

Figure 54: Export button

» Export to Excel — When you click this button, an open-or-save dialog opens.

o Click Open to open the report data in Excel. A new Excel window opens Go to it and click
the Enable Editing button in the yellow bar at the top of the worksheet, then work with
the spreadsheet as usual.

Do you want to open or save AMS Reports - Deactivated Users.xlsx (598 KE) from apps.test.era.nih.gov? Open Save v Cancel
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Figure 55: Open-or-save dialog

» Export to PDF — Click this button to save the report as a PDF file. A save dialog opens.
Choose a location and save the file.
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